SAP Security Assessment
Detect and Close Security Vulnerabilities
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you must first learn to see your risk
and vulnerabilities through the lens of
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how to do that. Are you ready?
Jochen Fischer
jochen.fischer@ n o - m o n k e y .com
Phone: +49 6221 32 16 89 – 1

A holistic approach identifies gaps and weaknesses in relation to threats throughout the different
SAP control areas within the organization. Starting with different governance controls such as change
and configuration management to a more technical assessment such as vulnerability assessment
which helps ensure control areas are protected, implemented, and deployed as per the organization's
requirements and in relation to their threat exposure.

What You Can Expect
The service will provide evidence of the identified governance and technical gaps in relation to the
organization's threat exposure. The NO MONKEY ADVISORY utilizes different frameworks like the
OWASP Core Business Application Security Project and methodologies such as threat modeling and
kill chain verification to help organizations standardize threat mitigation and incorporate
improvement techniques for their SAP environment.
Identification of gaps is divided into four parts. This approach will address the three significant areas
of concern within an organization: People, Process, and Technology.
•

Review of governance controls will include but are not limited to access, asset, change, and
configuration management. The controls' review allows us to identify gaps in policies and
procedures that might violate regulatory compliance that the industry must follow.

•

The second part of our assessment includes identifying the exposed threats of the SAP
environment and determining the technical risk.

•

The third part evaluates the organization's technical controls, which are accomplished
through a network and vulnerability assessment to assess their mitigating effect on the
determined threats.

•

To create transparency on the organization's strengths and weaknesses to deal with the
inherent threats, the final part of our assessment will help the organization identify skill and
responsibility gaps within the three lines of defense: operations, security, and audit teams.

The final report will map each part of the findings to show identified risks and threats,
recommendations, skills, and responsibility gaps within the three lines of defense, and possible
opportunities that can be utilized to protect the organization's SAP environment.

